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POST POLIO SUPPORT GROUP
CODE OF CONDUCT

ON USE OF INFORMATION TECHNOLOGY & SYSTEMS

Introduction: -

In this era of modern technology, Post Polio Support Group (PPSG) has become increasingly dependent on information and information systems (IT). The PPSG’s work and network has grown dramatically over the past two years.

There is an ever increasing need, both by employees and volunteers to use personal computers and other information technology services so that we may assist our members and meet the demands from those who fund us. With this expansion, comes increased risk as any loss or damage to such systems can have a serious impact on our ability to do provide service to our members, and to fulfil our statutory / mandatory duties. Therefore it is important that policies and procedures are in place to protect those systems. This code is designed to outline the IT User policy.

This code is applicable to all IT users (i.e. Directors, employees, volunteers, temporary staff, consultants and contractors). This code outlines the rules that IT users must comply with at all times. By following these rules, you will be playing your part in protecting PPSG assets and its ability to assist members. Any queries in relation to this code should be directed, in the first instance, to:

Chief Executive, Post Polio Support Group, Unit 319, Capel Building, Mary’s Abbey, DUBLIN 7.
Tel: 01 889-8920
Email:  ceo@ppsg.ie

DON’T’s

· DON’T use your PC other than for the purpose for which it is authorised. All PC equipment and installed applications remain the property of PPSG unless notified otherwise in writing.

· DON’T allow anyone unsupervised access to your PC or network account.

· DON’T remove virus software from your PC or stop automatic virus scanning routines.

· DON’T download, install or distribute PC software without the prior and explicit approval. This includes files, games, screen savers, unauthorised software, shareware programs, magazine ‘freebies’ or movie clips from any source e.g. the Internet.

· DON’T leave portable equipment unattended unless it is securely locked away and out of sight.

· DON’T change any settings on your PC without first contacting the PPSG office.

· DON’T distribute virus warning messages. Contact the PPSG office if you receive a virus warning message from any source.

· DON’T join mailing lists or chat groups except where there is business need.

· DON’T engage in activities which may cause offence, harass other users, deprive an authorised user access to resources, bypass computer security measures or gain access to a system for which proper authorisation has not been given.

· DON’T access sites on the Internet that contain obscene, offensive or abusive material.

DO’s

· DO keep your passwords confidential. Never write them down. Use at least 8 characters but don’t make it easy to guess. Change them regularly (at least every 90 days) and immediately if someone discovers what they are. Remember you are responsible for any activities performed through the use of your account.

· DO scan all diskettes, or other removable media, i.e. ZIP disc, CD ROMS, memory sticks, etc., for viruses and notify the PPSG office immediately if you receive a virus warning message. By ignoring the message or switching off your PC you may be doing more harm than good.

· DO ensure that important data is held on a server or other media that is regularly backed up and not just on your P.C.

· DO take care of your PC, disks, tapes and any portable equipment that you are responsible for and never allow food or drink near your computer equipment.

· DO use a password protected screen saver or log off the system when leaving your PC unattended in an open or public space.  (We have a duty of security to our members, and others, under Data Protection Act to keep their details confidential.)

· DO ensure that Emails sent outside PPSG reflect best professional practice, do not cause offence and do not contain sensitive business information without authorisation from PPSG office.

Issued under authority of the Board of Post Polio Support Group

By Compliance & Governance Committee

